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QUESTION 1

Which of the following are common failures that should be addressed in an organization\\'s Business Continuity Plan
(BCP) ? (Choose THREE.) 

A. Connectivity failures 

B. Accounting failures 

C. Hardware failures 

D. Utility failures 

E. Personal failures 

Correct Answer: ACD 

 

QUESTION 2

A(n) __________________________ is issued by senior management, and defines an organization\\'s security goals. 

A. Records-retention procedure 

B. Acceptable-use policy 

C. Organizational security policy 

D. Security policy mission statement 

E. Service level agreement 

Correct Answer: D 

 

QUESTION 3

Which of the following best describes the largest security challenge for Remote Offices/Branch Offices? 

A. Leased-line security 

B. Salami attacks 

C. Unauthorized network connectivity 

D. Distributed denial-of-service attacks 

E. Secure access to remote organizational resources 

Correct Answer: E 
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QUESTION 4

ABC Corporation\\'s network is configured such that a user must log in individually at each server and access control.
Which type of authentication is in use? 

A. Role-based access control 

B. Three-factor authentication 

C. Single sign-on 

D. Hybrid access control 

E. Mandatory sign-on 

Correct Answer: E 

 

QUESTION 5

_______________________________ occurs when an individual or process acquires a higher level of privilege, or
access, than originally intended. 

A. Security Triad 

B. Privilege aggregation 

C. Need-to-know 

D. Privilege escalation 

E. Least privilege 

Correct Answer: D 
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