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QUESTION 1

Which of these strategies can be employed to test training effectiveness? (Choose THREE.) 

A. Create a survey for managers, to see if participants practice behaviors presented during training. 

B. Provide feedback forms for employees to rate instruction and training material, immediately after training has ended. 

C. Include auditors before and after the training. This checks to see if the number of security-related incidents is
reduced, because of the training. 

D. Give incentives to employees who attend security-awareness training. Perform spot-checks, to see if incentives are
displayed. 

E. Test employees on security concepts several months after training has ended. 

Correct Answer: ACE 

 

QUESTION 2

To protect its information assets, ABC Company purchases a safeguard that costs $60,000. The annual cost to maintain
the safeguard is estimated to be $40,000. The aggregate Annualized Loss Expectancy for the risks the safeguard is
expected to mitigate is $50,000. At this rate of return, how long will it take ABC Company to recoup the cost of the
safeguard? 

A. ABC Company will never recoup the cost of this safeguard. 

B. Less than 7 years 

C. Less than 3 years 

D. Less than 1 year 

E. Less than 5 years 

Correct Answer: B 

 

QUESTION 3

Which type of access management uses information about job duties and positions, to indicate subjects\\' clearance
levels? 

A. Discretionary 

B. Role-based 

C. Nondiscretionary 

D. Hybrid 

E. Mandatory 
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Correct Answer: B 

 

QUESTION 4

Why should the number of services on a server be limited to required services? 

A. Every open service represents a potential vulnerability. 

B. Closed systems require special connectivity services. 

C. Running extra services makes machines more efficient. 

D. All services are inherently stable and secure. 

E. Additional services make machines more secure. 

Correct Answer: A 

 

QUESTION 5

A(n) _______ occurs when intrusion-detection measures fail to recognize suspicious traffic or activity. 

A. False positive 

B. False negative 

C. CIFS pop-up 

D. Threshold 

E. Alarm 

Correct Answer: B 
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