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QUESTION 1

Which of the following should be included in an enterprise Business Continuity Plan (BCP)? (Choose THREE.) 

A. Accidental or intentional data deletion 

B. Severe weather disasters 

C. Employee terminations 

D. Employee administrative leave 

E. Minor power outages 

Correct Answer: ABE 

 

QUESTION 2

Which of these choices correctly describe denial-of-service (DoS) attacks? (Choose THREE.) 

A. DoS attacks do not require attackers to have any privileges on a target system. 

B. DoS attacks are nearly impossible to stop, once they begin. 

C. DoS attacks free the target system of excessive overhead. 

D. DoS ties up a system with so many requests, system resources are consumed, and performance degrades. 

E. DoS attacks cause the attacked system to accept legitimate access requests. 

Correct Answer: ABD 

 

QUESTION 3

Distinguish between the role of the data owner and the role of the data custodian. Complete the following sentence. The
data owner is the: 

A. department in the organization responsible for the data\\'s physical storage location. The data custodian is anyone
who has access the data for any reason. 

B. person or entity who accesses/and or manipulates data or information, in the course of assigned duties. The data
custodian is a person or process with the appropriate level of privilege to access the data. 

C. person or entity ultimately responsible for the security of an information asset. The data custodian is the person or
entity responsible for imposing and enforcing policies and restrictions, dictated by the data owner. 

D. person or process that originally creates the information. The data custodian is a role that shifts to any person or
process currently accessing the data, and passes to the next person or process to access the data. 

E. person or entity responsible for imposing and enforcing policies and restrictions, dictated by the functional user. The
data custodian is a person or process who accesses and/or manipulates the information. 
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Correct Answer: C 

 

QUESTION 4

Which type of Business Continuity Plan (BCP) test involves shutting down a primary site, bringing an alternate site on-
line, and moving all operations to the alternate site? 

A. Parallel 

B. Full interruption 

C. Checklist 

D. Structured walkthrough 

E. Simulation 

Correct Answer: B 

 

QUESTION 5

_______ intrusion detection involves comparing traffic to known characteristics of malicious traffic, known as attack
signatures. 

A. Pattern matching 

B. Statistical anomaly 

C. Behavioral analysis 

D. Host 

E. Network 

Correct Answer: A 
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