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QUESTION 1

The items listed below are examples of controls.

*Procedures and policies *Employee security-awareness training *Employee background checks *Increasing
management security awareness

A. Technical

B. Administrative
C. Role-based
D. Mandatory

E. Physical

Correct Answer: B

QUESTION 2

Which of the following represents a valid reason for testing a patch on a nonproduction system, before applying it to a
production system?

A. Patches may re-enable services previously disabled.
B. Patches are a kind of virus.

C. Patches always overwrite user data.

D. Only patches on vendor-pressed CDs can be trusted.
E. Patches usually break important system functionality.

Correct Answer: A

QUESTION 3

INFOSEC professionals are concerned about providing due care and due diligence. With whom should they consult,
when protecting information assets?

A. Law enforcement in their region

B. Senior management, particularly business-unit owners
C. IETF enforcement officials

D. Other INFOSEC professionals

E. Their organizations\\' legal experts
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Correct Answer: E

QUESTION 4

Why does the (ISC)2 access-control systems and methodology functional domain address both the confidentiality and
integrity aspects of the Information Security Triad? Access-control systems and methodologies:

A. are required standards in health care and banking.

B. provide redundant systems and data backups.

C. control who is allowed to view and modify information.
D. are academic models not suitable for implementation.
E. set standards for acceptable media-storage devices.

Correct Answer: C

QUESTION 5

Enterprise employees working remotely require access to data at an organization\\'s headquarters. Which of the
following is the BEST method to transfer this data?

A. Standard e-mail

B. Faxed information

C. Dial-in access behind the enterprise firewall

D. Virtual private network

E. CD-ROMs shipped with updated versions of the data

Correct Answer: C
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