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QUESTION 1

Which of the following is the BEST method for managing users in an enterprise? 

A. Enter user data in a spreadsheet. 

B. Implement centralized access control. 

C. Deploy Kerberos. 

D. Place them in a centralized Lightweight Directory Access Protocol. 

E. Use a Domain Name System. 

Correct Answer: D 

 

QUESTION 2

A new U.S. Federal Information Processing Standard specifies a cryptographic algorithm. This algorithm is 

used by U.S. government organizations to protect sensitive, but unclassified, information. 

What is the name of this Standard? 

A. Triple DES 

B. Blowfish 

C. AES 

D. CAST 

E. RSA 

Correct Answer: C 

 

QUESTION 3

The items listed below are examples of ___________________ controls. 

*Smart cards *Access control lists *Authentication servers *Auditing 

A. Role-based 

B. Administrative 

C. Technical 

D. Physical 

E. Mandatory 
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Correct Answer: C 

 

QUESTION 4

When attempting to identify OPSEC indicators, information-security professionals must: (Choose THREE.) 

A. Discover the information daily activities yield. 

B. Meet with adversaries. 

C. Perform business impact analysis surveys. 

D. Scrutinize their organizations\\' daily activities. 

E. Analyze indicators, to determine the information an adversary can glean ?both from routine and nonroutine activities. 

Correct Answer: ADE 

 

QUESTION 5

Digital signatures are typically provided by a ____________________, where a third party verifies a key\\'s authenticity. 

A. Network firewall 

B. Security administrator 

C. Domain controller 

D. Certificate Authority 

E. Hash function 

Correct Answer: D 
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