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QUESTION 1

Which statement is not correct regarding SSL VPN Tunnel mode?

A. IP traffic is encapsulated over HTTPS.

B. The standalone FortiClient SSL VPN client can be used to establish a Tunnel mode SSL VPN.
C. A limited amount of IP applications are supported.

D. The FortiGate device will dynamically assign an IP address to the SSL VPN network adapter.

Correct Answer: C

QUESTION 2
Which statement is correct concerning an IPsec VPN with the remote gateway setting configured as \\'Dynamic DNS\\'?
A. The FortiGate will accept IPsec VPN connection from any IP address.

B. The FQDN resolution of the local FortiGate IP address where the VPN is terminated must be provided by a dynamic
DNS provider.

C. The FortiGate will Accept IPsec VPN connections only from IP addresses included on a dynamic DNS access list.
D. The remote gateway IP address can change dynamically.

Correct Answer: D

QUESTION 3

Which of the following statements best describes what the Document Fingerprinting feature is for?
A. Protects sensitive documents from leakage

B. Appends a fingerprint signature to all documents sent by users

C. Appends a fingerprint signature to all the emails sent by users

D. Validates the fingerprint signature in users\\' emails

Correct Answer: A

QUESTION 4
Which of the following are possible actions for static URL filtering? (Choose three.)

A. Allow
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B. Block
C. Exempt
D. Warning
E. Shape

Correct Answer: ABC

QUESTION 5

Which portion of the configuration does an administrator specify the type of IPsec configuration (either policy-based or
route-based)?

A. Under the IPsec VPN global settings.
B. Under the phase 2 settings.

C. Under the phase 1 settings.

D. Under the firewall policy settings.

Correct Answer: D

QUESTION 6

What are the ways FortiGate can monitor logs? (Choose three.)
A. MIB

B. SMS

C. Alert Emails

D. SNMP

E. FortiAnalyzer

F. Alert Message Console

Correct Answer: CDF

QUESTION 7
In a FSSO agent mode solution, how does the FSSO collector agent learn each IP address?
A. The DC agents get each user IP address from the event logs and forward that information to the collector agent

B. The collector agent does not know, and does not need, each user IP address. Only workstation names are known by
the collector agent.
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C. The collector agent frequently polls the AD domain controllers to get each user IP address.

D. The DC agent learns the workstation name from the event logs and DNS is then used to translate those names to the
respective IP addresses.

Correct Answer: D

QUESTION 8

Which IPSec mode includes the peer id information in the first packet?
A. Main mode.

B. Quick mode.

C. Aggressive mode.

D. IKEv2 mode.

Correct Answer: C

QUESTION 9

Which of the following statement correct describes the use of the "diagnose sys ha reset- uptime" command?
A. To force an HA failover when the HA override setting is disabled.

B. To force an HA failover when the HA override setting is enabled.

C. To clear the HA counters.

D. To restart a FortiGate unit that is part of an HA cluster.

Correct Answer: A

QUESTION 10
How is traffic routed onto an SSL VPN tunnel from the FortiGate unit side?
A. A static route must be configured by the administrator using the ssl.root interface as the outgoing interface.

B. Assignment of an IP address to the client causes a host route to be added to the FortiGate unit\\'s kernel routing
table.

C. Aroute back to the SSLVPN IP pool is automatically created on the FortiGate unit.
D. The FortiGate unit adds a route based upon the destination address in the SSL VPN firewall policy.

Correct Answer: B
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QUESTION 11

What protocol cannot be used with the active authentication type?
A. Local

B. RADIUS

C. LDAP

D. RSSO

Correct Answer: D

QUESTION 12

Which of the following statements must be true for a digital certificate to be valid? (Choose two.)
A. It must be signed by a "trusted" CA

B. It must be listed as valid in a Certificate Revocation List (CRL)

C. The CA field must be "TRUE"

D. It must be still within its validity period

Correct Answer: AD

QUESTION 13

What actions are possible with Application Control? (Choose three.)
A. Warn

B. Allow

C. Block

D. Traffic Shaping

E. Quarantine

Correct Answer: BCD

QUESTION 14

Which of the following statements are correct concerning the IPsec phase 1 and phase 2, shown in the exhibit? (choose
two)
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Peer Options

Accept Types This peer ID v

Peer ID fortinet

Phase 1 Proposal O Add

Encryption 3DES ¥ Authentication SHA1 v

Diffie-Hellman Groups 21 20 19 18 17 16
15 ¥ 14 & 5 2 1

Key Lifetime (seconds) 86400

Local ID

XAUTH

Type Disabled v

Phase 2 Selectors

Name Local Address Remote Address &2 Add
0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0 7

A. The quick mode selector in the remote site must also be 0.0.0.0/0 for the source and destination addresses.
B. Only remote peers with the peer ID \\'fortinet\\' will be able to establish a VPN.

C. The FortiGate device will automatically add a static route to the source quick mode selector address received from
each remote VPN peer.

D. The configuration will work only to establish FortiClient-to-FortiGate tunnels. A FortiGate tunnel requires a different
configuration.

Correct Answer: CD

QUESTION 15

Which of the following statements is true regarding the use of a PAC file to configure the web proxy settings in an
Internet browser? (Choose two.)

A. More than one proxy is supported.

B. Can contain a list of destinations that will be exempt from the use of any proxy.

C. Can contain a list of URLs that will be exempted from the FortiGate web filtering inspection.
D. Can contain a list of users that will be exempted from the use of any proxy.

Correct Answer: BC
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