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QUESTION 1

Which of the following are the phases of the Certification and Accreditation (CandA) process? Each correct answer
represents a complete solution. Choose two. 

A. Detection 

B. Continuous Monitoring 

C. Initiation 

D. Auditing 

Correct Answer: BC 

 

QUESTION 2

In which of the following network topologies does the data travel around a loop in a single direction and pass through
each device? 

A. Ring topology 

B. Tree topology 

C. Star topology 

D. Mesh topology 

Correct Answer: A 

 

QUESTION 3

You are calculating the Annualized Loss Expectancy (ALE) using the following formula: ALE=AV * EF * ARO What
information does the AV (Asset Value) convey? 

A. It represents how many times per year a specific threat occurs. 

B. It represents the percentage of loss that an asset experiences if an anticipated threat occurs. 

C. It is expected loss for an asset due to a risk over a one year period. 

D. It represents the total cost of an asset, including the purchase price, recurring maintenance, expenses, and all other
costs. 

Correct Answer: D 

 

QUESTION 4

Which of the following protocols provides the highest level of VPN security with a VPN connection that uses the L2TP
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protocol? 

A. IPSec 

B. PPPoE 

C. PPP 

D. TFTP 

Correct Answer: A 

 

QUESTION 5

John works as a Network Administrator for NetPerfect Inc. The company has a Windows-based network. John has been
assigned a project to build a network for the sales department of the company. It is important for the LAN to continue
working even if there is a break in the cabling. Which of the following topologies should John use to accomplish the
task? 

A. Star 

B. Mesh 

C. Bus 

D. Ring 

Correct Answer: B 

 

QUESTION 6

Which of the following LAN protocols use token passing for exchanging signals among various stations on the network?
Each correct answer represents a complete solution. Choose two. 

A. Ethernet (IEEE 802.3) 

B. Token ring (IEEE 802.5) 

C. Fiber Distributed Data Interface (FDDI) 

D. Wireless LAN (IEEE 802.11b) 

Correct Answer: BC 

 

QUESTION 7

You work as a CSO (Chief Security Officer) for Tech Perfect Inc. You have a disaster scenario and you want to discuss
it with your team members for getting appropriate responses of the disaster. In which of the following disaster recovery
tests can this task be performed? 

A. Full-interruption test 
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B. Parallel test 

C. Simulation test 

D. Structured walk-through test 

Correct Answer: C 

 

QUESTION 8

Which of the following is an input device that is used for controlling machines such as cranes, trucks, underwater
unmanned vehicles, wheelchairs, surveillance cameras, and zero turning radius lawn mowers? 

A. PS/2 

B. Joystick 

C. Microphone 

D. AGP 

Correct Answer: B 

 

QUESTION 9

Which of the following authentication protocols sends a user certificate inside an encrypted tunnel? 

A. PEAP 

B. EAP-TLS 

C. WEP 

D. EAP-FAST 

Correct Answer: B 

 

QUESTION 10

What are the benefits of using AAA security service in a network? Each correct answer represents a part of the solution.
Choose all that apply. 

A. It provides scalability. 

B. It supports a single backup system. 

C. It increases flexibility and control of access configuration. 

D. It supports RADIUS, TACACS+, and Kerberos authentication methods. 

Correct Answer: ACD 
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QUESTION 11

You work as a Project Manager for Tech Perfect Inc. You are creating a document which emphasizes the formal study
of what your organization is doing currently and where it will be in the future. Which of the following analysis will help
you in accomplishing the task? 

A. Cost-benefit analysis 

B. Gap analysis 

C. Requirement analysis 

D. Vulnerability analysis 

Correct Answer: B 

 

QUESTION 12

Mark works as a Network Administrator for NetTech Inc. He wants to connect the company\\'s headquarter and its
regional offices using a WAN technology. For this, he uses packet-switched connection. Which of the following WAN
technologies will Mark use to connect the offices? Each correct answer represents a complete solution. Choose two. 

A. ISDN 

B. X.25 

C. Frame Relay 

D. Leased line 

Correct Answer: BC 

 

QUESTION 13

Fill in the blank with the appropriate security method. ____________ is a system, which enables an authority to control
access to areas and resources in a given physical facility, or computer- based information system. 

Correct Answer: Access control  

 

QUESTION 14

Which of the following does PEAP use to authenticate the user inside an encrypted tunnel? Each correct answer
represents a complete solution. Choose two. 

A. GTC 

B. MS-CHAP v2 

C. AES 
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D. RC4 

Correct Answer: AB 

 

QUESTION 15

You work as a Network Administrator of a TCP/IP network. You are having DNS resolution problem. Which of the
following utilities will you use to diagnose the problem? 

A. TRACERT 

B. PING 

C. IPCONFIG 

D. NSLOOKUP 

Correct Answer: D 
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