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QUESTION 1

You work as a project manager for BlueWell Inc. You are working with your team members on the risk responses in the
project. Which risk response will likely cause a project to use the procurement processes? 

A. Acceptance 

B. Mitigation 

C. Exploiting 

D. Sharing 

Correct Answer: D 

 

QUESTION 2

Fill in the blank with an appropriate word. 

________ ensures that the information is not disclosed to unauthorized persons or processes. 

Correct Answer: Confidentiality 

 

QUESTION 3

Which of the following is an entry in an object\\'s discretionary access control list (DACL) that grants permissions to a
user or group? 

A. Access control entry (ACE) 

B. Discretionary access control entry (DACE) 

C. Access control list (ACL) 

D. Security Identifier (SID) 

Correct Answer: A 

 

QUESTION 4

Sammy is the project manager for her organization. She would like to rate each risk based on its probability and affect
on time, cost, and scope. Harry, a project team member, has never done this before and thinks Sammy is wrong to
attempt this approach. Harry says that an accumulative risk score should be created, not three separate risk scores.
Who is correct in this scenario? 

A. Harry is correct, because the risk probability and impact considers all objectives of the proj ect. 

B. Harry is correct, the risk probability and impact matrix is the only approach to risk assessm ent. 
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C. Sammy is correct, because sheis the project manager. 

D. Sammy is correct, because organizations can create risk scores for each objective of the pr oject. 

Correct Answer: D 

 

QUESTION 5

A ________ points to a statement in a policy or procedure that helps determine a course of action. 

A. Comment 

B. Guideline 

C. Procedure 

D. Baseline 

Correct Answer: B 

 

QUESTION 6

Which of the following NIST CandA documents is the guideline for identifying an information system as a National
Security System? 

A. NIST SP800-53 

B. NIST SP 800-59 

C. NIST SP 800-37 

D. NIST SP 800-53A 

Correct Answer: B 

 

QUESTION 7

Which of the following assessment methodologies defines a six-step technical security evaluation? 

A. FITSAF 

B. FIPS 102 

C. OCTAVE 

D. DITSCAP 

Correct Answer: B 
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QUESTION 8

Tracy is the project manager of the NLT Project for her company. The NLT Project is scheduled to last 14 months and
has a budget at completion of $4,555,000. Tracy\\'s organization will receive a bonus of $80,000 per day that the project
is completed early up to $800,000. Tracy realizes that there are several opportunities within the project to save on time
by crashing the project work. Crashing the project is what type of risk response? 

A. Mitigation 

B. Exploit 

C. Enhance 

D. Transference 

Correct Answer: C 

 

QUESTION 9

Your project uses a piece of equipment that if the temperature of the machine goes above 450 degree Fahrenheit the
machine will overheat and have to be shut down for 48 hours. Should this machine overheat even once it will delay the
project\\'s end date. You work with your project to create a response that should the temperature of the machine reach
430, the machine will be paused for at least an hour to cool it down. The temperature of 430 is called what? 

A. Risk identification 

B. Risk response 

C. Risk trigger 

D. Risk event 

Correct Answer: C 

 

QUESTION 10

An Authorizing Official plays the role of an approver. What are the responsibilities of an Authorizing 

Official? 

Each correct answer represents a complete solution. Choose all that apply. 

A. Establishing and implementing the organization\\'s continuous monitoring program 

B. Determining the requirement of reauthorization and reauthorizing information systems when required 

C. Reviewing security status reports and critical security documents 

D. Ascertaining the security posture of the organization\\'s information system 

Correct Answer: BCD 
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QUESTION 11

Which of the following DITSCAP phases validates that the preceding work has produced an IS that operates in a
specified computing environment? 

A. Phase 3 

B. Phase 2 

C. Phase 4 

D. Phase 1 

Correct Answer: A 

 

QUESTION 12

John is the project manager of the NHQ Project for his company. His project has 75 stakeholders, some of which are
external to the organization. John needs to make certain that he communicates about risk in the most appropriate
method for the external stakeholders. Which project management plan will be the best guide for John to communicate to
the external stakeholders? 

A. Risk Response Plan 

B. Risk Management Plan 

C. Project ManagementPlan 

D. Communications Management Plan 

Correct Answer: D 

 

QUESTION 13

Which of the following professionals plays the role of a monitor and takes part in the organization\\'s configuration
management process? 

A. Senior Agency Information Security Officer 

B. Authorizing Official 

C. Common Control Provider 

D. Chief Information Officer 

Correct Answer: C 

 

QUESTION 14

Your project team has identified a project risk that must be responded to. The risk has been recorded in the risk register
and the project team has been discussing potential risk responses for the risk event. The event is not likely to happen
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for several months but the probability of the event is high. Which one of the following is a valid response to the identified
risk event? 

A. Corrective action 

B. Technical performance measurement 

C. Risk audit 

D. Earned value management 

Correct Answer: A 

 

QUESTION 15

Which one of the following is the only output for the qualitative risk analysis process? 

A. Enterprise environmental factors 

B. Project management plan 

C. Risk register updates 

D. Organizational process assets 

Correct Answer: C 
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