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QUESTION 1

A file-type embedded attack is an example of which loC event category?
A. security intelligence

B. IPS

C. malware

D. firewall

Correct Answer: A

QUESTION 2

Which FirePOWER services capability supports seamless processing after an adaptive security appliance stateful
failover event?

A. midsession pickup

B. TCP intercept

C. SFR stateful failover

D. FireSIGHT central policy distribution

Correct Answer: A

QUESTION 3

What are two challenges that are faced by traditional defense-in-depth security solutions? (Choose two.)
A. Applying security policy is generally by manual and static methods

B. They require that all components be provided by a single vendor

C. Large amounts of logged data lead to poor threat visibility.

D. They mandate network change control

E. Security services must be outsourced.

Correct Answer: BC

QUESTION 4

Which recommendation should be made to increase scalability, performance, and resiliency?
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A. Create a Cisco ASA failover pair.

B. Upgrade the current Cisco ASA

C. Upgrade from the FirePOWER software module to the hardware module
D. Deploy Cisco ASA clustering.

Correct Answer: D

QUESTION 5

Which three FirePOWER services features require a subscription license? (Choose three.)
A. IPS

B. AVC

C. URL filtering

D. high availability

E. AMP

F. identity visibility

Correct Answer: ACE

QUESTION 6

What are the two requirements for conducting a customer on-site evaluation? (Choose two.)
A. FirePOWER services module deployed in monitor-only mode

B. access to Cisco dCloud

C. FirePOWER services module deployed in inline mode

D. switch with a SPAN port

E. switch with SVI in the same subnet as the adaptive security appliance

Correct Answer: AB

QUESTION 7

Which FirePOWER services feature is associated with FireSIGHT recommendations that may be automatically applied
as policy?

A. URL filtering
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B. AMP
C.AVC
D. IPS

Correct Answer: B

QUESTION 8

Which option is an attribute of a day-zero attack?

A. It can be mitigated with content inspection that is based on static rulesets

B. It can be prevented through RFC application-level compliance checks.

C. It consists of a set of known threat vectors

D. It can be mitigated through the external intelligence and contextual awareness

Correct Answer: D

QUESTION 9

Which performance factor is most relevant to traffic that is destined to a data center\\'?
A. focused on Internet edge traffic

B. smaller, fast transactions such as HTTP

C. more likelihood of malicious traffic requiring more logging

D. focused on internal traffic

Correct Answer: A

QUESTION 10

What is the minimum Cisco ASA software version that is required to support FirePOWER services?
A.9.1.2

B. 8.6

C.9.2.2

D.9.4

Correct Answer: C
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QUESTION 11

Which security technique should be implemented to remediate after a threat is discovered?
A. application control

B. web security deployment

C. retrospection

D. NGIPS ruleset

Correct Answer: C

QUESTION 12

A customer wants to block instant-messaging traffic within Facebook Chat for its employees. Which feature licensing
option provides this capability\\'?

A. default FirePOWER services
B. IPS

C. URL

D. AVC

E. botnet filtering

Correct Answer: D
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